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Purpose of the Webinar 

ÅWhy is NIST convening the CPS-PWG? 

ÅWho will participate? 

ÅWhat is the goal of the CPS-PWG and what 
will it deliver? 

ÅWhen will key milestones be reached? 

ÅHow will the CPS-PWG operate? 

ÅHow can you participate? 

This webinar will address 6 questions: 
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Agenda - CPS PWG Kickoff 
ÅIntroduction and Context ς 20 minutes 

(Howard Harary, Chris Greer) 

ÅCPS PWG Logistics Overview ς 10 minutes  
(Dave Wollman) 

ÅOverview of Subgroups ς 40 minutes total 
ÅRef Arch (Abdella Battou, co-chair)   

ÅUse Cases  (Eric Simmon, co-chair)   

ÅCybersecurity  (Vicky Pillitteri, co-chair)   

ÅTiming  (Marc Weiss, co-chair)   

ÅQ&A and Concluding Remarks ς 20 minutes 
(Chris Greer) 
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Q: Why is NIST convening the PWG? 
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A: By working together we can accelerate progress 
in cyber-physical systems across all domains. 

Currently, however, we lack a unified technical 
foundation for broad collaboration. Missing are a 
consensus definition and taxonomy, reference 
architecture, and a shared understanding of the 
essential roles of timing and cybersecurity.  

Å The CPS-PWG will address this need by 
developing a shared foundation for progress.  

ÅNIST provides a neutral perspective, technical 
expertise, and convening capability. 



Q: Why now? 

A:  Consider three fast-paced trends:   

ÅWidespread deployment of cyber physical systems 
in sector-specific applications. 

ÅExplosive growth of the Internet of Things without a 
broad foundation for interoperability. 

ÅIncreasing need for systems-of-systems solutions 
that integrate CPSs across domains and at multiple 
scales. 
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Widespread CPS deployment 

Smart systems are being deployed in countries 
worldwide to meet sector-specific needs: 

ÅSmart Grid 

ÅDisaster Resilience 

ÅManufacturing 

ÅHealth care 

ÅTransportation 

ÅSmart buildings 

Å<Your sector goes here!> 

But these deployments are not designed for 
interoperability across sectors or between 
communities, countries or regions 
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Growth in the Internet of Things 

Devices connected to the Web: 

Å1970 = 13 
Å1980 = 188 

Å1990 = 313,000 
Å2000 = 93,000,000 
Å2010 = 5,000,000,000 

Å2020 = 31,000,000,000 
Source: Intel 7 



Where these trends collide 
Examples: 
ÅIndividual communities adopting unique smart 

systems may be unable to coordinate with neighbors, 
for example for regional traffic management systems 
that work across borders and share a common 
interface for all smart vehicles. 

ÅIsolation of design, supply chain, assembly floor, and 
product delivery systems inhibit the emergence of  
end-to-end capabilities for 21st century advanced 
manufacturing.  

ÅSeparation of home care, primary care, pharmacy, and 
hospital systems prevent the emergence of patient-
centric smart medical systems.  
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Q: Who Will Participate? 

ÅThe PWG is open and free for participation by 
anyone in industry, academia, or government  
anywhere in the world. 

ÅMost of the sub-group work will be done in 
virtual meetings and using web collaboration 
tools allowing you to participate from 
anywhere. 

ÅAll of the products of the PWG will be openly 
available online to anyone.  

A: Anyone with an interest in cyber-physical systems 
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Q: What is the goal of the CPS-PWG 
and what will it deliver? 

 A: The output of the PWG will be documents of 
three different types developed in sequential 
phases:  

Å Initial report from each of the four subgroups ς 
Reference Architecture, Use Cases, Cybersecurity, 
and Timing  

Å CPS framework created by integrating the subgroup 
reports 

Å CPS Technology Roadmap identifying opportunities 
for a coordinated effort on key technical challenges  
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Key Characteristics of PWG Outputs 

ÅIntended for open use by all in the private and 
public sectors and will be freely available 
online  

ÅTechnology-neutral and business-model 
neutral 

ÅRepresentative of the consensus, but not 
necessarily unanimous, technical perspective 
of the group 

PWG outputs are:  
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Examples of Other PWG Outputs 

In progress:  

ÅBig Data Public Working Group: 

Bigdatawg.nist.gov 

 

NIST publication resulting from PWG effort: 

ÅCloud Computing ς NIST SP500-292 

www.nist.gov/itl/cloud/index.cfm 
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Q: When will key milestones be 
reached? 
 
ÅJune 30, 2014: Kick-off webinar 

ÅAugust 11-12, 2014: First face-to-face workshop at 
NIST 

ÅNovember 1, 2014: Initial Sub-group reports 
complete 

ÅWinter, 2015: Second workshop to complete 
integration and launch Technology Roadmap 
effort 

ÅSpring, 2015: Integrated CPS framework complete 

ÅSummer, 2015: Technology Roadmap complete 
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Q: How will the PWG be organized? 

Co-Chairs Reference 
Architecture 

Use 
Cases 

Cyber 
Security 

Timing 

NIST 
Abdella 
Battou 

Eric 
Simmon 

Vicky 
Pillitteri 

Marc Weiss 

Academia 
Janos 

Sztipanovits 
John 
Baras 

William 
Sanders 

Hugh 
Melvin 

Industry 
Stephen 
Mellor 

Stephen 
Mellor 

Ron Perez, 
Claire 
Vishik 

Sundeep 
Chandhoke  
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CPS PWG Logistics overview 
David Wollman, NIST 

ÅSubgroup co-chairs leadership and 
coordination 

ÅEnergetics ς contracted support 

ÅNIST and CPS PWG collaboration websites 

ÅCPS PWG Meeting schedule 
ÅVirtual subgroup meetings will begin in the 

upcoming weeks 

ÅFace to face meeting August 11-12, 2014 at NIST 
in Gaithersburg, Maryland 
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Contracted support - Energetics 

ÅNIST and Energetics have recently signed and 
are now implementing a contract for 
Energetics to provide support for the NIST CPS 
PWG and its subgroups.  

ÅCollaboration/document website and 
management ς NIST CPS PWG website will have 
link to collaboration site, when available 

ÅF2F and virtual meeting facilitation and support 
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CPS PWG mailing lists, signups 
ÅNIST CPS PWG email lists 
ÅCps_pwgcomprehensive@nist.gov for general announcements 
ÅYou can request to add your name via 

https:// email.nist.gov/mailman/listinfo/cps_pwgcomprehensive 
for this list, or if you are having issues contact 
david.wollman@nist.gov  

ÅCPS PWG subgroups email lists 
ÅFor an interim period, you can request to add your name to 

subgroup lists via 
https://email.nist.gov/mailman/listinfo/cps_(name) where 
(name) = arch, usecase, sync, cyber 
ÅAlternatively, send an email to cps_(name)-join@nist.gov 
Åif you are having issues joining, you can contact the NIST 

subgroup co-chairs to be added to subgroup mailing lists 

ÅWe will work with Energetics on mailing lists and subgroup 
admin going forward. 
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Initial Websites 

ÅNew main page NIST CPS: www.nist.gov/cps/  

ÅNIST CPS PWG: http:// www.nist.gov/cps/cpspwg.cfm 
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Initial Websites 

ÅNew main page NIST CPS: www.nist.gov/cps/  

ÅNIST CPS PWG: http:// www.nist.gov/cps/cpspwg.cfm 
 

ÅLogo Challenge: For our more creative CPS experts, can  
ȅƻǳ Řƻ ōŜǘǘŜǊ ǘƘŀƴ 5ŀǾŜκ/ƘǊƛǎΩǎ ŀǘǘŜƳǇǘǎΚ 9Ƴŀƛƭ  
όŦǊŜŜƭȅ ŀǾŀƛƭŀōƭŜύ ǎǳƎƎŜǎǘƛƻƴǎ ǘƻ ŘŀǾƛŘΦǿƻƭƭƳŀƴϪƴƛǎǘΦƎƻǾ ΧΦ 
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CPS PWG Face to Face meeting August 11-12, 2014  
at NIST Gaithersburg, Maryland 

Draft agenda: 

Monday August 11, 2014 

9:00 AM  Keynote Speaker - Chris Greer (NIST)  

9:30 AM  David Wollman - Schedule and beyond 

Note:  Sub-group co-chair presentations would 
include status of organizational documents and 
efforts to date. 

10:00 AM Co-Chair Reference Architecture  

10:15 AM Co-Chair Use Case  

10:30 AM Break 

10:45 AM Co-Chair Timing 

11:15 AM Co-Chair Cybersecurity 

11:45 AM Lunch 

1:00 PM Subgroup breakout sessions 

4:00 PM Adjourn 

(4:15 PM Co-chairs only coordination meeting) 

Draft agenda (Day 2): 

Tuesday August 12, 2014 

Breakout session reports. Note: Report 
outs should cover key issues, work plan 
and anticipated coordination and 
dependencies with other sub-groups 

9:00 AM Co-Chair Reference Architecture  

9:30 AM Co-Chair Use Case 

10:00 AM Co-Chair Timing   

10:30 AM Break 

10:45 AM Co-Chair Cybersecurity 

11:15 AM Concluding Remarks (Greer) 

11:30 AM Workshop ends 
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Subgroup: Reference Architecture  

Janos  
Sztipanovits, 
Vanderbilt 
University 

Stephen 
Mellor, 

Industrial 
Internet 

Consortium 
(IIC) 

Abdella Battou 

NIST 

CPS PWG Subgroup: Definition, Taxonomy and Reference Architecture  
Purpose:  Abstract the application sectors  and address the more   
common, foundational principles of CPS 
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Deliverables: CPS Definition 

1. US NSF: Systems in which physical processes are tightly intertwined with networked 
computing. 

2. UC Berkeley: Cyber-Physical Systems (CPS) are integrations of computation, 
networking, and physical processes.  Embedded computers and networks monitor and 
control the physical processes, with feedback loops where physical processes affect 
computations and vice versa. 

3.IEEE Control Systems Society: The term cyber-physical systems (CPS) refers to a new 
generation of systems with integrated computational and physical capabilities that can 
interact with humans through many new modalities.  The ability to interact with, and 
expand the capabilities of, the physical world through computation, communication, 
and control is a key enabler for future technology developments. 

4. CMU: Cyber-Physical Systems (CPS) represent a bold new generation of systems that 
integrate computing and communication capabilities with the dynamics of physical 
and engineered systems.  Just like the Internet transformed how we interact with 
information systems, cyber-physical systems will transform how we interact with and 
manipulate the physical world. 

5. Vanderbilt: Engineered systems where functionalities and salient properties emerge 
from the networked interaction of physical and computational processes. 

 

 
Adopt, Modify, or Develop a definition 22 



Framework Architecture 

Guiding principles for a  CPS application 
1. How a CPS  Application is organized 
2. What are the modules that compose it 
3. What are the design principles 
 

We expect the industry to 
develop many of these ςas 

they promise high 
productivity and shorter time 

to market 

Do we need a Reference Model to help us define a Reference Architecture ? 
 

Deliverables: Reference Architecture  
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Interdependencies 

Requirements  
Security, Timing , 
¦ǎŜ /ŀǎŜǎΣ  Χ 

Goals 

inputs 

Protocols 

Specifications 

Standards 

related work 

Ref. Arch. Work 

consider account for 
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Input : NIST Notional Ref. Architecture 

Monitor & 

25 



Reference Architecture ς Subgroup 
logistics  

ÅTo join the CPS  Ref. Architecture mailing list, 
cps_arch-join@nist.gov, or contact  Abdella 
Battou  (abdella.battou@nist.gov)  

ÅA CPS Ref. Arch collaboration space will be 
announced for (links, docs, etc) 

ÅCall-1  :  1pm EDT, July 15th 

ÅCall-2 :   1pm EDT, July 29th 

ÅContact info for co-chairs  
Å Abdella.Battou@nist.gov 
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Subgroup: Use Cases 

John Baras, 
University of 

Maryland 
(UMD) 

Stephen Mellor, 
Industrial 
Internet 

Consortium (IIC) 

Eric Simmon 

National Institute 
of Standards and 
Technology (NIST) 

ÅPurpose:  Investigate the stakeholders, application areas, goals, 
and uses of CPS. 
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